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1. Background
 

HQ 754 ELSG/LRR Mission: The Headquarters Electronic Systems Group (ELSG) Logistics Planning Systems Program Office (HQ 754 ELSG/LRR) supports the Air Force Integrated Deployment System (IDS), Logistics Module (LOGMOD), Base Support and Expeditionary (BaS&E) Planning Tool formerly known as the Logistician’s Contingency Assessment Tools (LOGCAT). HQ 754 ELSG/LRR provides life cycle management for Warfighter information systems located at approximately 771 sites worldwide. The mission of HQ 754 ELSG/LRR is to direct and coordinate the acquisition, development, and sustainment of information management systems in support of Logistics Plans business practices. Activities include needs analysis, requirement definition, coordination of design, code and unit testing, functional testing, implementation, and follow-on customer support. HQ 754 ELSG/LRR develops and assures compliance with policies, directives, plans, and procedures for the control of all system procurement, development, and maintenance activities.

  

2. System Description
 

2.1 Logistician’s Contingency Assessment Tools (LOGCAT) provides an automated employment driven planning capability that accurately and rapidly identifies resources at a potential beddown location, allows rapid capability and limiting factor identification at a beddown location, and allows units to rapidly tailor deployment packages based on assets identified at the deployment location. The LOGCAT system includes three subsystems: Survey Tool for Employment Planning (STEP), Employment Knowledge Base (EKB), and Beddown Capability Assessment Tool (BCAT).

 

2.2 Survey Tool for Employment Planning (STEP) provides a system capable of collecting site survey information necessary to support the Base Support Planning (BSP) and Expeditionary Site Planning (ESP) processes. This system also provides the capability to transfer and store BSP Part 1 and Part 2 information in a central database known as the EKB. The primary components of the STEP system includes a site survey data collection tool, a central database to store site capability information, and a web interface for functional planners to query the central database.
 

2.3 Beddown Capability Assessment Tool (BCAT) provides the ability to compare beddown location capabilities against deploying forces and proposed operation tempo. This system uses a rules -based analysis engine to support planners in assessing the extent to which base capabilities can support planned mission requirements over a designated period of time. The basic process involves collecting site survey information using STEP, storing the data on the EKB, and then using BCAT to assess the site. BCAT downloads site specific data for analysis. 
2.4  Employment Knowledge Base (EKB) is an Oracle 9i database that serves as the central repository for all BSP and ESP site planning information collected via site surveys and other data sources.  The EKB contains site survey information on a variety of type locations that such as airfields, staging locations and transient locations that could support force beddown, air mobility, and SOF operations. This information is critical during site selection process across the entire spectrum of military options. 

                                                                                                            
3.0 Applicable Documents. Numerous Federal statutes, regulatory directives, and sound management guides affect how the DoD, AF, and AF Logistics COI implement data administration. These statutes, directives, and guidesi  , include but are not limited to:
3.1 Clinger-Cohen Act of 1996 (CCA)

3.2 Office of Management and Budget (OMB) Circular A-11  

3.3 OMB Circular A-130 Management of Information Resources (2000)

3.4 DoD Net-Centric Warfare Directive

3.5 DoD Directive 8322.1

3.6 DoD Directive 4140.1

3.7 Department of Defense Architecture Framework Volume 1 & 2 (9 Feb 2004 DoD CIO Memo)

3.8 AF/IL Portfolio Management Process Report

3.9 AFI 33-110 Data Administration Program, and 

3.10 Logistics Information System Program Office Data Vision, Strategy & Architecture Plan Version 2.2 (Jan 04) 

4.0  OBJECTIVES
 

The objectives of this SOO is to integrate and improve the BaS&E application suite incorporating documented software change requirements based on recent module deliveries and opportunities while also establishing sustainment support to accomplish software changes as needed to ensure continued operation and availability of the tool to the Warfighter. It also establishes out year support requirements to sustain and maintain fielded software with systematic changes based on new or identified requirements. The SOW is structured in performance-based standards and requires a labor hour task order based on requirements below.

The Base Support Expeditionary (BaS&E) Planning Tool represents a new vision and roadmap associated with the capabilities contained in the LOGCAT suite. BaS&E reflects a fully migrated tool operating inside the GCSS-AF IF architecture. It retains the ability to centrally store military value collected data, collect the data, present the data via web browser and perform assessments against the data resulting in force beddown basing decisions. Additionally BaS&E integrates geospatial attributes and mapping features provided by GeoReach. The BaS&E tool suite will be deployed on both the unclassified and classified environments. It also moves away from client/server architecture towards a Net Centric environment that meets several of the Air Force system mandates such as; web enablement, Reduced Sign On (RSO), access via the Air Force Portal and operation on the Global Combat Support System (GCSS-AF) IF. 

  
5.0   Period of Performance  
 

Basic period – Performance begins upon award of the contract and concludes 12 months after contract award.  Tasks will be spread out over base year depending upon availability of funding. 
6.0 Requirement/Tasks
Provide all necessary non-personal labor required to complete the tasks specified in support of BaS&E Program Management Office.  Each task identifies inputs, outputs, skills required, and acceptance criteria.  The inputs are the “raw materials” provided by the Government while the outputs represent what is required by the contractor-employees.

6.1 General 
The general tasks in this section apply to the whole Statement of Work (SOO): Maintain effective communications with the Government program office assigned Quality Assurance Personnel (QAP).  Keep the respective Government program manager/QAP informed of the current status of supported projects and tasks and inform the Government of any programmatic or logistics problems within two (2) duty days of encountering such problem(s).  Complete all software maintenance actions, to include all software phases, in accordance with HQ 754 ELSG Systems Engineering Processes (SEP) and follow all necessary GCSS-AF guidelines and at least Level 6 DII COE Compliancy Standards for software delivery where applicable.
6.2 Task One–Integrated Requirements Change (3600 money)

The contractor will develop and deliver an updated product version that encompasses all Software Change Requirements (SCR) identified during development of version 1.0 thru version 2.0. Changes reflect opportunities not previously available when initial modules were developed but became available through process improvements and enhanced technical solutions.

6.2.1 Inputs: 

· Government will provide a list of Software Changes requirements and technical expertise to assist contractor with development and delivery to complete this task.

6.2.2 Outputs: 

· Consolidate and Incorporate identified SCRs into a final product for release and implementation. 

· Ensure requirements are captured in Use-Case and architectural diagrams are provided.

· Incorporate attributes and features consistent with previous versions but maximizes derived opportunities that offer Warfighter product improvement.

· Incorporate changes that improve Graphic User Interface (GUI) providing improved canvas coloring and application navigation.

· Improve information search capabilities that reflect common browser functions with advanced multiple criteria values.

· Improve map images and textures while maintaining links to Common Installation Pictures (CIPs) and Geo Base

· Improved Assessment criteria to maximize site selection identification.

· Improved mapping images and navigation


6.2.3 Skills/Experience Required:

· Technical: Expertise in the following areas: STRUTS, JSP, J2EE, JAVA, Oracle 9IAS/10G, JDEVELOPER, UML, OOA&D, Knowledge of Design Patterns, Windows 2000/XP, Websphere, Websphere Studio Application Developer, WebSphere Application Server, ESRI and ARCIMS mapping.

6.2.4 Acceptance Criteria: Government will accomplish Government Acceptance Testing (GAT) and Quality Test and Evaluation (QT&E) with Field Operational Exercise, to ensure all requirements are satisfied. This will serve as completion criteria. 

6.3 Task Two - Develop and/or maintain program management products. (3400 money)
Including: develop master schedule, task completion metrics, monthly status reports, trip reports, technical presentations, minutes of Technical Interchange Meetings (TIMs), baseline design reviews, artifacts identified in SEP tailoring worksheet, internal processes such as peer review sheets, minutes of internal requirements, design, code, and test reviews. Analysis of software problems reported to include a matrix that maps these problem reports to the software version where they are fixed and an analysis of test descriptions that should have prevented the problems if executed properly. Conduct on-going evaluations of the processes used in software development and the resulting software documentation will be available for government inspection.  These evaluations shall include a final evaluation of all software and associated documentation to ensure that all contract requirements have been met and that the internal coordination has been conducted in accordance with the software plans. The contractor shall prepare a software evaluation record for each evaluation required by the contract. These records shall be in the contractor’s format and shall contain the following items as a minimum: Evaluation date, evaluation participants, evaluation criteria, evaluation results including detected problems, with reference to the appropriate software problem reports, recommended corrective action. TIMs will be held throughout the development cycle to discuss functional and technical aspects of requirements.

6.3.1 Inputs:  Applicable document listed above.

6.3.2 Outputs: Monthly status report, TIM minutes, funds and man hour expenditures, metrics report, trip reports, technical presentations, monthly status briefing, master schedule, baseline design reviews, peer review sheets, minutes of internal requirements, design, code, and test reviews, software evaluation record, matrix and analysis of software problems reported.

6.3.3 Skills/Experience Required:  
· Functional:  The contractor shall have experience with DoD program management and in performing IT program management, including performance measurement, and risk assessment.

6.3.4 Acceptance Criteria:  Monthly status reports to the government with the following information: 

6.3.4.1 Hours expended during the reporting period.

6.3.4.2 Cumulative hours expended throughout the reporting period.

6.3.4.3 Contract funds expended during the reporting period.

6.3.4.4 Description of the activities of the past month.

6.3.4.5 Any issues or problems affecting project progress along with proposed resolution.

6.3.4.6  Schedule of activities planned for next reporting period.

6.3.4.7 Acceptance criteria for metrics, trip reports, and technical presentation requirements are as specified in section Deliverables section. 

6.3.4.8  Quarterly Quality TIMs.
6.4 Task Three – Software Sustainment and Field Support (3400 money)
Contractor shall demonstrate to incorporate routine and emergency changes based on PMO priorities to ensure fielded system remains operational and available to Warfighter. Contractor shall provide Subject matter experts capable of providing user field assistance on implemented software while assisting users through tier II helpdesk.
 
6.4.1 Skills/Experience Required: 
· Technical: Expertise in the following areas: Struts, ESRI, JSP, J2EE, Java, Oracle 9iAS, JDeveloper, UML, OOA&D, Knowledge of Design Patterns, Oracle 9i, Windows 2000/XP, WebSphere, WebSphere Studio Application Developer, WebSphere Application Server and proper testing tools. Expertise with the ability to create test scenarios, use cases and product specifications that fulfill Government approved BaS&E maintenance requirements.  Working knowledge of Oracle 9iAS databases and SQL tools. Familiarity and understanding of Site planning processes along with trouble ticket tools to document problems.
6.4.2 Output: Software code maintenance and schedules associated with product changes based on identified changes or DIREPS.
6.4.3 Acceptance Criteria: A “PASS” decision will be granted by the Program Management Office (PMO) based on successful demonstration of corrective actions.
 
7.0  ADDITIONAL REQUIREMENTS
 

At the request of the government, on an as needed basis, the contractor shall provide support for any BaS&E requirements associated with but not included in the labor hour price effort. This support includes, but is not limited to, approximately 10 meetings or conferences not scheduled at task award, additional software test and modification support, software installations at fielded sites, each in relation to the software requirements (SRs) or software releases in this task order.  The government will reimburse the contractor on a labor-hour rate basis not to exceed rates listed in the contractor’s proposal.  These labor categories and associated rates shall be negotiated prior to contract award.  Software, licenses, and TDR are all government furnished equipment.
 

7.1 Travel.
 

Locations, number of trips, number of personnel, and number of days are unknown at this time.  The contractor shall obtain QAP coordination and prior approval from the Contracting Officer (CO) for all travel.  The contractor shall make travel arrangements using their own or commercial travel agency resources.  The cost of travel and travel processing will be a separate contract line item number (CLIN) to this contract.  The regulation is available on the Internet at the following addresss http://www.arnet.gov/far/ Travel for this effort, if taken, shall be in accordance with the Joint Travel Regulation (JTR). No profit or fee shall be added.  The Contracting Officer shall be the point of contact and the approving official for all travel and related activity and for all changes to this order.

 

7.2  Security Clearances
 
All personnel performing on this task must have a minimum-security clearance level of Secret. While the actual software is not classified it is restricted and is subject to NOFORN (not releasable to foreign nationals) limitations. Contractors must validate in writing that support team and any subcontractors comply with this requirement. Also, during the performance of this tasking, Contractor Team personnel may be required to use or come in contact with proprietary government information.  Contractor will process the paperwork for a National Agency Check on all assigned employees.  Contractor must have a complete knowledge of, and comply with, all standard DoD security procedures, which include but are not limited to, those as outlined in the below listed DoD Regulation Manuals. Comply (at minimum) with the security practices and procedures outlined in:

· DoD 5200.1R Information Security Program 

· DoD 5200.2-R Personnel Security Program 

· DoD 5220.22-M National Industrial Security Program Operations Manual  (NISPOM)

· DD FORM 254 Contract Security Classification Specification

7.3  Security Requirements for Contractors Requiring Access To Classified Information 
Security Facility Clearance Requirements.  The contractor must possess or obtain an appropriate facility security clearance (Secret, or Confidential) prior to performing work.  The contractor shall notify the Information Security Program Manager (ISPM) at each operating location 30 days before on-base performance of the service. The notification shall include:

a. Name, address, and telephone number of company representatives.

b. The contract number and contracting agency.

c. The highest level of classified information which contractor employees require access to.      

d. The location(s) of service performance and future performance, if known.

e. The date service performance begins.

f. Any change to information previously provided under this paragraph.

7.4
Personnel Security Clearance Requirements.  Personnel will require a Secret security clearance to perform this contract. The contractor shall request security clearances for personnel requiring access to classified information within 15 days after receiving a facility clearance or, if the contractor is already cleared, within 15 days after service award.  Due to costs involved with security investigations, requests for contractor security clearances shall be kept to an absolute minimum necessary to perform service requirements.  

7.5
Suitability Investigations.  Contractor personnel shall successfully complete, as a minimum, a National Agency Check (NAC), before operating Government furnished workstations that have access to Air Force e-mail systems.  The contractor shall comply with the DoD 5200.2-R, Personnel Security Program, and AFI 33-119, Electronic Mail (E-Mail) Management and Use, requirements.     

7.6
Visit Authorization Letters (VAL).  The contractor will provide to the program manager, 42 SFS/SFAI, and HQ 754 ELSG/DPS a Visit Authorization Letter identifying all employees performing the contract and required access to Maxwell AFB/Gunter Annex.  The Visit Authorization Letter shall be validated and signed by the company Facility Security Officer (FSO) or company owner or president and provided to the program manager, 42 SFS/SFAI, and HQ 754 ELSG/DPS prior the contract start date.  A new VAL shall be provided when an employee's status or information changes.  The Visit Authorization Letter will include following information:
a. Contractor's company name, address, and telephone number, assigned CAGE Code, and certification of the level of facility security clearance.
b. Name, date and place of birth, and citizenship of the employee(s).
c. Certification of the employees’ personnel security clearance (type of clearance, date clearance granted, type of investigation and date investigation completed) and any special access authorizations required for the visit.

d. Certification of signing a SF Form 312, Classified Information Nondisclosure Agreement.

e. Name of person(s), telephone, and unit identification to be visited 
f. Purpose and sufficient justification for the visit to allow for a determination of the necessity of the visit.

g. Date or period during which the VAL is to be valid. (Can be up to 12 months)
7.7
Security Manager Appointment.  The contractor shall appoint a security manager for the on base long-term visitor group.  The security manager may be a full-time position or an additional duty position.  The security manager shall provide contractor employees with training required by DoD 5200.1-R, Information Security Program Regulation, Chapter 10, AFPD 31-4, Information Security, and AFI 31-401, Information Security Program Management.  The contractor security manager shall provide initial and follow-on training to contractor personnel who work in Air Force controlled/restricted areas.  Air Force restricted and controlled areas are explained in AFI 31-101, The Air Force Installation Security Program.

7.8
Obtaining and Retrieving Identification Media.  As prescribed by the AFFAR 5352.242-9000, Contractor access to Air Force installations, the contractor shall comply with the following requirements:

1. The contractor shall obtain base identification and vehicle passes for all contractor personnel who make frequent visits to or perform work on the Air Force installation(s) cited in the contract. Contractor personnel are required to wear or prominently display installation identification badges or contractor-furnished identification badges while visiting or performing work on the installation.

a. The contractor shall submit a written request on company letterhead to the contracting officer listing the following: contract number, location of work site, start and stop dates, and names of contractor employees needing access to the base. The letter will also specify the contractor individual(s) authorized to sign a request for base identification credentials or vehicle passes. The contracting officer will endorse the request and forward it to the issuing base pass and registration office or security forces for processing. When reporting to the pass and registration office for issue of a vehicle pass, contractor individual(s) shall provide a valid driver's license, current vehicle registration, and valid vehicle insurance certificate. When reporting to the pass and registration office for issue of military issue identification credentials for access to the installation, contractor individual(s) will need a valid state or federal issued picture identification. 

b. During performance of the service, the contractor shall be responsible for obtaining required identification for newly assigned personnel and for prompt return of credentials and vehicle passes for any employee who no longer requires access to the work site.

c. Upon completion or termination of the service or expiration of the identification passes, the contractor shall ensure that all base identification passes issued to contractor employees are returned to the issuing office. The issuing office will verify all base identification passes have been returned and/or accounted for.  The issuing office will forward a memorandum to the contractor individual authorized to sign request for base identification credentials indicating the badges and vehicle passes have been turned in.  The DD Form 577 (signature card) for the contractor authorized requestor will be destroyed and the individual will not long be authorized to sign DD Form 1172 (Application for Uniform Services Identification Cards).

d. Failure to comply with these requirements may result in withholding of final payment.

7.9
Pass and Identification Items.  The contractor shall ensure the following pass and identification items as required for contract performance are obtained for employees and non-government owned vehicles:

a. DD Form 1172, Application for Uniformed Services Identification Card, (AFI 

b. 36-3026, Identification Cards For Members of The Uniformed Services, Their Family Members, and Other Eligible Personnel, and AETC Instruction 36-3001, Issue and Control of AETC Civilian Identification (ID) Cards).

c. AETC Form 58, Civilian Identification Card (AETCI 36-3001).

d. AF Form 2219 (series), Registered Vehicle Expiration Tab (AFI 31-204, 
 

e. Air Force Motor Vehicle Traffic Supervision).   

f. DD Form 2220, DoD Registered Vehicle and Installation Tab (AFI 31-204).

g. AF Form 1199, USAF Restricted Area Badge, or a locally developed badge.

h. AF Form 75, Visitor/Vehicle Pass (AFI 31-204).

i. DoD Common Access Card (CAC), (AFI 36-3026). 

7.10
Visitor Group Security Agreement (VGSA).  The contractor shall enter into a long-term visitor group security agreement for contract performance on base.  This agreement shall outline how the contractor integrates security requirements for contract operations with the Air Force to ensure effective and economical operation on the installation.  The agreement shall include:

a. Security support provided by the Air Force to the contractor shall include storage containers for classified information/material, use of base destruction facilities, classified reproduction facilities, use of base classified mail services, security badging, base visitor control, investigation of security incidents, base traffic regulations and the use of security forms and conducting inspections required by DoD 5220.22-R, Industrial Security Regulation, Air Force Policy Directive 31-6, Industrial Security, Air Force Instruction 31-601, Industrial Security Program Management, DoD 5200.1-R, Information Security Program, and AFI 31-401, Information Security Program Management.

b. Security support requiring joint Air Force and contractor coordination includes packaging classified information, mailing and receiving classified materials, implementing emergency procedures for protection of classified information, security checks and internal security controls for protection of classified material and high-value pilferable property.

c. On base, the long-term visitor group security agreement may take the place of a Standard Practice Procedure (SPP).

7.11
Unescorted Entry to Restricted Areas.   When contractor employees require unescorted entry to restricted areas, the Air Force shall submit NAC investigations for contractor employees at no additional cost to the contractor.  Contractor personnel shall be the subject of a favorably completed NAC investigation to qualify for unescorted entry to a restricted area.  The contractor shall comply with DoD 5200.2-R, Personnel Security Program, and AFI 31-501, Personnel Security Program Management, requirements.  

7.12
Additional Security Requirements.  In accordance with DoD 5200.1-R and AFI 31-401, the contractor shall comply with AFI 33-202, Computer Security; AFI 33-203, Emission Security (EMSEC) Program; AFI 33-204, Information Protection Security Awareness, Training, and Education (SATE) Program; applicable AFKAGs, AFIs, and AFSSIs for Communications Security (COMSEC); and AFI 10-1101, Operations Security (OPSEC) Instructions.

7.13
Reporting Requirements.  The contractor shall comply with AFI 71-101, Volume-1, Criminal Investigations, and Volume-2 Protective Service Matters, requirements.  Contractor personnel shall report to an appropriate authority any information or circumstances of which they are aware may pose a threat to the security of DoD personnel, contractor personnel, resources, and classified or unclassified defense information.  Contractor employees shall be briefed by their immediate supervisor upon initial on-base assignment and as required thereafter.  

7.14
Physical Security.  Areas controlled by contractor employees shall comply with base Operations Plans/instructions for FPCON procedures, Random Antiterrorism Measures (RAMS) and local search/identification requirements.  The contractor shall safeguard all Government property including controlled forms provided for contractor use.  At the close of each work period, Government training equipment, ground aerospace vehicles, facilities, support equipment, and other valuable materials shall be secured.

7.15
Controlled/Restricted Areas.  The contractor shall implement local base procedures for entry to Air Force controlled/restricted areas where contractor personnel will work. Contractor personnel requiring unescorted entry to controlled or restricted areas designated by the installation commander shall comply with base access requirements.  These requirements are contained in AFI 31-101, for installation access and AFI 31-501, for suitability determinations.       

7.16
Operating Instructions.  The contractor shall develop an Operating Instruction (OI) for internal circulation control, protection of resources and to regulate entry into Air Force controlled areas during normal, simulated and actual emergency operations.  The OI shall be written in accordance with AFI 31-101, the local base Operations Plan usually referred to as an OPLAN and AFI 10-245, Air Force Antiterrorism (AT) Standards, and coordinated through the ISPM.

7.17
Entry Procedures For HQ 754 ELSG Facilities.  Contractor employees require a HQ 754 ELSG Contractor Access badge for unescorted entry into HQ 754 ELSG facilities. To obtain a HQ 754 ELSG Contractor Access badge the contractor’s Facility Security Officer must send a Visit Authorization Letter (VAL) to HQ 754 ELSG/DPS Security Office. The HQ 754 ELSG/DPS Security Office must have a VAL on file prior to issuance of an HQ 754 ELSG Contractor Access badge.   Contractor personnel must bring a completed AF Form 2586, Unescorted Entry Authorization Certificate, and a letter signed by the HQ 754 ELSG Staff Director’s office (LR, EI, DI, etc.) to the HQ 754 ELSG/DPS Security Office. The AF Form 2856 must include in Section III the task order number, period of performance, facility number and be signed by the Quality Assurance Personnel (QAP) associated with the assigned contract.  Contractor personnel are required to wear their company’s identification badge and HQ 754 ELSG Contractor Access badge while in HQ 754 ELSG facilities.

7.18
Key Control.  The contractor shall establish and implement key control procedures in the Quality Control Plan to ensure keys issued to the contractor by the Government are properly safeguarded and not used by unauthorized personnel.  The contractor shall not duplicate keys issued by the government.

7.19
Lost Keys.  Lost keys shall be reported immediately to the contracting officer.  The Government replaces lost keys or performs re-keying.  The total cost of lost keys, re-keying or lock replacement shall be deducted from the monthly payment due to the contractor.

7.20
Government Authorization.  The contractor shall ensure its employees do not allow Government issued keys to be used by personnel other than current authorized contractor employees.  Contractor employees shall not use keys to open work areas for personnel other than contractor employees engaged in performance of duties, unless authorized by the Government functional director.

7.21
Access Lock Combinations.  Access lock combinations are “For Official Use Only” and will be protected from unauthorized personnel.  The contractor shall establish procedures in local OIs ensuring lock combinations are not revealed to unauthorized persons and ensure the procedures are implemented.  The contractor is not authorized to record lock combinations without written approval by the Government functional director.  

7.22  Security Combinations.  Combinations to security containers, secure rooms, or vaults are classified information and must properly safeguarded.  Only contractor employees, who have the proper security clearance and need-to-know will be given combinations to security containers, secure rooms, or vaults.  Contractor employees are responsible for properly safeguard combinations. Contractor employees will not record security containers, secure rooms, or vaults combinations without written approval by the Government functional director. Contractors will not change combinations to security containers, secure rooms, or vaults without written approval by the Government functional director.

7.23
Security Alarm Access Codes.  Security alarm access codes are “For Official Use Only” and will be protected from unauthorized personnel. Security alarm access codes will be given contractors employees who required entry into areas with security alarms.  Contractor employees will properly safeguard alarm access codes to prevent unauthorized disclosure. Contractor will not record alarm access codes without written approval by the Government functional director.

7.24
Freedom Of Information Act Program (FOIA).  The contractor shall comply with DoD Regulation 5400.7-R/Air Force Supplement, DoD Freedom of Information Act Program, requirements.  The regulation sets policy and procedures for the disclosure of records to the public and for marking, handling, transmitting, and safeguarding For Official Use Only (FOUO) material.  The contractor shall comply with AFI 33-332, Air Force Privacy Act Program, when collecting and maintaining information protected by the Privacy Act of 1974 authorized by Title 10, United States Code, Section 8013.  The contractor shall remove or destroy official records only in accordance with AFMAN 37-139, Disposition of Records—Standards, or other directives authorized in AFI 37-138, Records Disposition—Procedures and Responsibilities.  

 

7.25
Compliance with Air Force Computer Emergency Response Team (AFCERT) Advisories.

 

The AFCERT, established by AFR 205-16, issues advisories to identify known vulnerabilities in computers and computer networks.  These advisories include, but are not limited to, Information Assurance Vulnerability Alerts, Virus Notifications, Advisory Compliance Messages (ACMs), and Follow-Up Messages.  The contractor shall report suspected vulnerabilities and security incidents in accordance with AFSSI 5021.  The contractor shall respond to AFCERT advisories in accordance with AFSSI 5021 as follows:

 

· Acknowledge receipt of AFCERT advisories within three (3) days of issue. 

· Implement the countermeasures identified by the advisory within the timeframe specified by the advisory or as specified by HQ 754 ELSG/LR.  If the countermeasures cannot be implemented, the contractor shall document the inability and must receive approval from the Designated Approving Authority (see AFI 33-202) and HQ 754 ELSG/LR for either an alternative corrective action or to continue operations without the countermeasures.  If alternative corrective action is approved, the contractor shall implement this action within the timeframe specified by HQ 754 ELSG/LR. 

 

8.0
Unauthorized Disclosure
 

The contractor shall not publish or disclose in any manner, without the Contracting Officer’s written consent, the details of any safeguards either designed or developed by the Contractor under this contract or otherwise provided by the government.  To the extent required to carry out a program of inspection to safeguard against threats and hazards to the security, integrity, and confidentiality of Government data, the Contractor shall afford the Government access to the Contractor’s facilities, installations, technical capabilities, operations, documentation, records, and databases.  If either the Government or the contractor discovers new or unanticipated threats or hazards, or if existing safeguards have ceased to function, the discoverer shall immediately bring the situation to the attention of either party.

 
8.1
Conflict of Interest
 

Contactor and subcontractor employees shall be subject to meeting conflict of interest standards as appropriate for tasks resulting from the SOW.  Such standards shall be approved and issued by the Contracting Officer.  

 

8.2
 Post Award
 

The contractor shall meet with the Government representatives within 10 workdays after the contract award to reach a common understanding of task order requirements, deliverables, and Government expectations.  The Quality Assurance Surveillance Plan will also be finalized at the meeting.

 
9.0
DELIVERABLES   

The contractor team shall prepare all deliverables and life cycle documents in accordance with Air Force Standards, Contract Data Requirement Lists, applicable Data Item Descriptions, and the HQ 754 ELSG Systems Engineering Process (SEP).  The contractor may also prepare deliverables in existing contractor format as long as it is in accordance with the HQ 754 ELSG SEP.  Documentation shall be delivered in 2 hard copies and one electronic version A copy of deliverable transmittal letters will be provided to the CO and the QAP.  All deliverables shall be delivered to the QAP for acceptance.  The government shall retain unlimited data rights for all contractor items produced under this contract.  Both the contractor team leader and the Government will sign the minutes, which are made a permanent part of the task record. 

 
	SOW Para
	CDRL
	Task
	Frequency

	6.3
	A001
	Funds and Man-Hours Expenditure Report
	Due 15 workdays after end of first calendar month

	6.3
	A002
	Monthly Status Report
	NLT 15th of each month

	6.2
	A003
	Application Software
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A004
	Quarterly Quality Reviews and Reports
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A005
	Requirements Traceability Matrices
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A006
	Project Artifacts
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A007
	Baseline design documents
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A008
	Database specification
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A009
	Design Document
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A010
	Design Review
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A011
	Entity Relationship Diagram (ERD)
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A012
	Software Configuration Management Plan
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A013
	Software Design Descriptions
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A014
	Software Development Plan
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A015
	Software evaluation record 
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A016
	Software problem matrix
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A017
	Software Requirements Specification
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A018
	Software Test Descriptions
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A019
	Software Test Plans
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A020
	Software Test Reports
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A021
	System Segment Specifications
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A022
	Technical Interchange Meeting and Minutes (TIM) 
	Due 15 workdays after completion of TIM meeting.

	6.3
	A023
	Technical Reports
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A024
	Use case diagrams
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A025
	User manual
	Delivered on the date agreed to by the government and the contractor in accordance with master schedule. 

	6.3
	A026
	Master integrated schedule
	Delivered on the date agreed to by the government and the contractor.


9.1 Service Delivery Summary.
9.2 Performance Based Support: Data Objectives and Performance Thresholds are reflected in the table below.  In support of this Performance-Based Task, the Contractor shall be responsible for achieving the established thresholds for each objective.  The Government Quality Assurance Evaluator (QAE) will be responsible for ensuring HQ 754 ELSG/LR furnished the Contractor all necessary documents, access, and non-contractor SOW support needed for timely performance-based activity.

9.3 Performance-Based Reporting Format: The QAP, in close coordination with the Contractor’s Task Lead will finalize the CDRL A001 and CDRL A002 reporting formats.

9.4 Performance-Based Reporting: The QAP will, in coordination with the Contractor’s Task Lead, finalize the tentative report submission schedule listed in the deliverable table.  The contractor’s performance will be evaluated on meeting performance objectives, performance thresholds, and quality of deliverables.
	SOW Para.
	Performance Objectives
	Performance Threshold

	6.3
	Provide status in monthly Progress Status and Management Report within 7 WD after each reporting month.
	100% of Contractor’s status reports delivered within the 15 WD of each month. 

	6.3
	Develop metrics to track successful task completion and provide monthly metrics report within 15 WD after each reporting month.
	95% of Contractor’s status reports delivered within the 15 WD of each month.  

	6.3
	Provide technical presentations including meeting agendas, briefing packages, presentations, meeting minutes and other meeting material. 
	100% of Contractor’s meeting material delivered on time as previously agreed. 

	6.3
	Provide trip reports within the 7th working day after each trip 
	100% of Contractor’s trip reports delivered on time as previously agreed. 

	6.3
	Develop master schedule.
	100% of plan within the time period as previously agreed.

	6.3
	Provide entity relationship diagram.
	100% of plan within the time period as previously agreed.

	6.3
	Use case diagrams.
	100% of plan within the time period as previously agreed.


10.0  PAYMENT SCHEDULE
 

This will be a labor hour contract.
 

11.0  EVALUATION CRITERIA
 

The Government will use the following “best value” criteria to evaluate each proposal received according to the relative weightings indicated.  

 
11.1   Experience/Past Performance
 

Detail your successes on similar projects that demonstrate knowledge, skills, experience, and superior performance in support of DoD transportation or logistics-related information systems, especially those managed by the HQ 754 ELSG and requiring independent CMM Level 3 or higher certification.  Demonstrate the relationship of this experience to the accomplishment of the requirements of this task order.  Describe no more than 5 examples of such experience, and include project names and customer points-of-contact for all projects described.  Balance the numbers of projects described per participant (prime or sub-contractor) based on the proposed percentage of work each participant is to accomplish.  Relative weighting –   30%
 

11.2   Management Approach
 

Describe your software development management approach.  Include descriptions of the practices you have in place to help provide for the smooth start-up of services, the retention of personnel, the management and mitigation of risks, and the surety of the successful conduct of the task.  Describe how you would interface with the Government, other ITS contractors, and subcontractors, etc.  If personnel qualifications are described as part of the response to this criterion, sanitized resumes for key personnel, if provided, will be compared against the requirements of the SOW.  Identify any teaming partners or subcontractors you propose using, and which positions and labor categories they would hold.  Relative weighting –  25%
 

11.3 Technical Expertise  
The contractor will be evaluated on their knowledge DOD communications and security standards, policies, and processes, and logistics'-specific DOD and industry standards, policies, and processes. ESRI’s ARC IMS/SDE, Oracle (Developer/2000, Programmer 2000, SQL*plus, SQL*Net, data query, Oracle Forms 6i, Oracle 9i, Oracle AQ, etc.). JAVA Script, XML, ASP.NET, Biz Talk, and COGNOS. HP UX 10.2/11.0, Windows NT, 2000, and PRO*C and C++ languages, Local Area Network (LAN) and Wide Area Network (WAN) principles, CITRIX (Metaframe), MQ-Series, World-Wide-Web. Implementation of system security required by the AFI 33 series of instructions, Hand-Held Terminals, Electronic Data Interchange (EDI), and hardware/software troubleshooting. The contractor will also be evaluated on their understanding of industry standard Information Technology best practices as it pertains to these software tools. Relative weighting – 25%
11.4 Cost, Price and Schedule Considerations.
 

Describe your approach for costing the delivery order; identify any discounts offered off the published rates. Provide enough background information on the proposed costs (e.g. labor categories and rates, delivery schedule, etc.) for the Government to be able to adequately determine the acceptability of the proposal.  The contactor shall provide a schedule in the SOW for the accomplishment of the SOW requirements within the period of performance specified.  Relative weighting – 20 %
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